ITamarka
JIUIS1 OOy4YaouuXcs 00 MHPOPMAIIMOHHON 0€30IIaCHOCTHU JAeTen

HEJIb34

1. Bcem moapsa coobmaTh CBOIO YacTHYIO mHMopmaruio (HacTosmye uMsa, ¢haMUInIo,
TesiepoH, azpec, HOMEP IIKOJIbI, a TaKKe poTorpaduu CBOU, CBOEN CEMbH U JIPY3eH);

2. OTKprBaTI) BJIOXKE€HHDbIE (baﬁ)'[bl BHeKTpOHHOfI II04YThI, KOrga He€ 3Haellb
OTIIPABUTEJIA,

3. I'pybutsh, npupuparbcs, OKasbIBaTh JaBjJeHHE — BeCTH ce0s HEBEXKIHBO U
arpecCUBHO;

4. He pacnopsikaiics neHbramMm TBOeU ceMbu 0e3 paspelleHHs CTapIIux - BCerja
CIIpaIIuBail poINTEJIEN;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HU - ITOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXKHO

1. He Bce mumryt npasay. Yuraems o cebe HelpaBay B VIHTEpHETe — cOOOIIM 00 3TOM
CBOUM POJIUTEJISIM WJIH OIIEKyHaM;

2. [IpuryiamnamT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - IPOBEPD, HET JIU ITO/IBOXA;
3. He3zakonHoe konupoBanue ¢aiysioB B IHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBail B3pOCJIBIM O IPO0GJIEMax B CETH - OHH BCEI/ia IIOMOTYT;

5. Vcnosb3yii HaCTpOUKHM OE30MACHOCTH W TMPUBATHOCTH, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOYKHO

1. YBakall Ipyrux IoJib30BaTeeu;

2. [Tonp3yenibess MHTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O0IIaThCA 3a MOMOIIBIO B3POC/IBIM - POJUTEIH, OIIEKYHBI U aJIMIUHUCTPAIUS CAliTOB
BCer/ia IIOMOTYT;

5. Ilpoiiagu oOydenue Ha canTe «CeTeBUYOK» U TMOJYYH IIacHOpPT IHPPOBOTO
rpaxkgaHuHal



[Ipunoxenue N° 2

HNuadbopmManinoHHaA MaMATKA /IS O0yYaIONINXC /I pasMelleHUusA
Ha opunuaabHbix THTEpHET-pecypcax

C KaxxabIM T'OJIOM MOJIOAEKHU B HHTEPpHETE CTAaHOBUTHCA 6OJ'IBIJ_I6, a IIKOJIBHUKHW OAHHU U3
CaMbIX aKTUBHBIX I10JIb30BaTeIel PyHeTa. Mexc,zly TE€M, IOMHMO OTPOMHOTI'O KOJINYECTBa
BOBMO}I(HOCTeﬁ, HHTEPHET HECET U HpO6J’IeMbI. dTa mamsaTKa AO0JI2KHA ITIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KoMmnbroTepHbie BUPYyChI

KoMmmplOTepHBI  BUpYyC - 5TO Pa3HOBUHOCTh KOMITBIOTEPHBIX  IPOTPAMM,
OTJIMYUTELHOU O0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K pPa3MHOXKeHHIo. B
JIOTIOJTHEHNE K 3TOMY, BHUPYChl MOTYT IOBPEIUTH FJIM IOJHOCTHIO YHUYTOXKUTH BCE
daitiel ¥ JaHHBIE, MOAKOHTPOJIbHBIE II0JH30BATEN0, OT HMMEHU KOTOPOTO ObLIa
3amyleHa 3apak€HHas IIPorpaMMa, a TaKiKe IOBPEAUTh WM JaKe YHHUUTOXKHUTD
OIIEpAallIOHHYI0 CHUCTEMY CO BceMHU (aiylaMu B I[eJIOM. B OGOJBIIMHCTBE CiIydaeB
PacCIpOCTPAHSIOTCA BUPYCHI YeEPe3 UHTEPHET.

Memoodvut 3auumsbt 0m 6pedOHOCHbIX NPO2PaMM:

1. Mcnonp3yil coBpeMeHHbBIE OllepallMOHHbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTosiTHHO ycTaHaBiMBai mayTu (IUGpPOBbIE 3aIJIATKH, KOTOPble aBTOMATHYECKH
YCTaHABJIMBAIOTCA C IEJbI0 JIOPAaOTKH IMPOrpaMMbl) M Jpyrue OOHOBJIEHUSI CBOEH
omepanuoHHOU cucteMbl. CkaumBall UX TOJIBKO ¢ OPUIIMAIBLHOTO caiiTa pa3paboTumkKa
OC. Eciu cymiecTByeT peskKiuM aBTOMATHYECKOTO OOHOBJIEHH S, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEDE I10J IIpaBaMU II0JIb30BATE/IA, 4 HE a/IMUHHUCTPpaTOpPa.
9TO He MO3BOJIUT 6OJII>IJ_II/IHCTBy BPpE€AOHOCHBIX IIPpOIrpaMM HHCTAJIJINPOBATHCA HAa TBOEM
IIEPCOHAJIBHOM KOMIIBIOTEDE;

4. Vlcriosip3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOIUTEEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU JIOCTYN K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHHe HOCUTeIU UHQpopManuu, Takue Kak uemika, JucK win Qaitan
W3 UHTEPHETA, TOJIbKO 13 NPOo¢depEeHHBIX HCTOUHUKOB;

7. He oTkpbIBall KOMHObIOTEpHBIE (ailIbl, MOJIyUeHHbIE U3 HEHAJEKHBIX MCTOUHUKOB.
Haxe Te ¢ailyibl, KOTOpPbIe MPUCIAT TBOU 3HAKOMBIH. JIyullle yTOUHU y HETO, OTIIPABJIIAI
JIY OH Tebe uX.

Ceru WI-FI

Wi-Fi - 510 He Buj nepefaum JIAHHBIX, HE TEXHOJIOTHSA, a BCErO JIMIIb OPEHI, MapKa.
Eme B 1991 roay HuAepsaHJcKas KOMIIaHUA 3aperucrpupoBaia 6penzs, « WECA», uro
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsrii mnepeBomuTCa Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hamero BpeMeHH JonuIa Jpyras abOpeBmaTypa, KOTopas sABJISETCA TAaKOH IKe
TexHoJiorrei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JAHO ¢ HAMEKOM Ha



CTaH/ZIAPT BBICIIUM 3BYKOBOW TexHWUKU Hi-Fi, 4To B mepeBojie 0O3HAUaeT «BBICOKas
TOYHOCTB».

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTaX ABJIAETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEepHeT. HO MHOTrWMe 3KCIepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi ceTu He sABIsAI0TCA 6€30IMaCHBIMH.

Coesemuwt no 6e3onacHocmu padéome 8 oowedocmynusbix cemax Wi-fi:

1. He mepepaBaii cBol JMUHYIO HWHMOpManuioo depe3 obmenoctymublie Wi-Fi ceTtu.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OHOBJISAN aHTUBUPYCHBIE IIPOrpaMMbI B Opanamayep. Tem caMmbIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu wucnosnwszoBanmu Wi-Fi otrimoun ¢yaknuio «O6muii goctyn Kk daiyam u
npuHTepam». JlaHHasA QYHKIUS 3aKpbiTa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIE
MI0JIb30BATEIN aKTUBUPYIOT €€ /1 y/I00CTBa UCIIOIb30BAHUSA B paboTe Win yueoe;

4. He ucnonp3yit mybsmmunsiii WI-FI 11 mepemaun JTUYHBIX JAHHBIX, HAIIPUMED JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IOUTY;

5. Unonwp3yil Toibko 3amuiieHHoe coequHeHue uyepe3 HTTPS, a we HTTP, t.e. npu
Habope Beb-aspeca BBOAYU UMeHHO «https://»;

6. B wmob6wipHOM TestedoHe OTKIOUM GyHKOH «Ilogkimoyenme k @ Wi-Fi
aBTOMaTHUuYecKu». He momyckail aBTOMaTHYeCKOrO MOAK/IIOUEHHUs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConunajibHbIE CeTH

ConuasibHble CeTH aKTUBHO BXOJAT B HAIILy KU3Hb, MHOTHE JIIOJIU pabOTaOT U KUBYT
TaM IOCTOSHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAP/, YeI0BEK, UTO SABJISAETCS
OZTHOU CeIbMOUM BceX »KHUTeJiel IUIaHeThbl. MHOrue IOJb30BaTeJ N He MOHUMAT, YTO
nHdopmanus, pas3MelleHHas WMH B COIMAJIBHBIX CETAX, MOXKET ObITh HaljeHa u
HCIIOJIb30BaHA KEM YTOHO, B TOM YHCJIE HEe 00513aTEIBHO ¢ OJ1arnMu HaMepeHUsIMU.

OcHoBHble cosembl o 0e3onacHocmu 6 COUUANBHBLX cemsax.:

1. OrpaHnYb CHUCOK Jipy3eil. ¥ TeOs B Apy3bsX He JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuinai cBolo YacTHyIO Ku3Hb. He ykaspiBail maposu, TesaedoHbI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JHUYHYI0 WHQOpMamuo. 3JIOyMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlake WHGOPMAIUI0 O TOM, KaK Thl M TBOW POJUTENH IUIAHHDPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B YHCTOTe U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpykaemib? [logymai, mpexae 4eM
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Ecu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YH CBOE pPeayIbHOE
UM U JPYTYIO JTUUHYI0 HHQOpMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie THI N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPE/IEIUTh TBOE MECTOI0JI0KEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIb30BAThb C/JIOKHBIE ITapOJIH,
COCTOAIIIKUE U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHEe 8;

7. JIJ1 conuasibHON CETH, IMOYTHI M IPYTUX CANTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE
maposin. Torga ecyiu Tebs B3JIOMAOT, TO 3JI0YMBINIIEHHUKH TOJIy4YaT JOCTYH TOJBKO K
OJTHOMY MECTY, a HE BO BCe cpaay.

AJIEeKTPOHHBIE JE€HbI'U

ONeKTPOHHbIE JIEHBI'H — 3TO OYEeHb y/IOOHBINM cHoco0 IIaTe:kel, OJHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HENABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHUM (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAaHO B 3aKOHe, IJie UX
pas/iesII0T Ha HECKOJIPKO BU/IOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO
AHOHHUMHBIE - 9TO Te, B KOTOPBIX paspelnaercs IPOBOAUTH omepanuu 06e3
naeHTUUKAIIUYA TT0JIb30BaTENA, a B HEAHOHHMHBIX HIEHTH(DHUKAIUKM I10JIb30BaTE IS
ABJIAETCS 00s13aTeIbHOM.

Takske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbr (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U SJIEKTPOHHBIE He(dHUATHBIE IEHbI'H (HEe PAaBHBI TOCYAAPCTBEHHBIM BATIOTaM).

OcHo8Hble cosembl NO 6e30NAcHOolL padome ¢ 31eKMPOHHBIMU JeHb2aMU:

1. [IpuBs:ku K cueTy MOOWIBbHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [[puBsA3aHHBIN TesieOH TOMOKET, eCJIU 3a0yZellb CBOM
IUIATEXKHBIN AapOJIb UJIK 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Mcnonp3y# ofiHOpa3oBhIe maposu. Ilocjie mepexosa HAa YCUJIEHHYI) aBTOPU3AIUIO
Tebe yke He Oy/IeT yrpoKaTh OMMACHOCTh KPAXKK WJIH IepexXBaTa IJIaTeKHOTO apoJIs;

3. Beibepu ciioxkHBIA maposib. IIpecTymHuUKamM OyZeT He MPOCTO YraZaTh CJIOMKHBIN
napoJsib. HazexxHele naposim — 3TO MapoJiv, KOTOphIe CoZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, IUMPHI U HECKOJIHKO CHUMBOJIOB,
TaKHe KaK 3HaK /I0j1apa, GyHTa, BOCKJINIATEIbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
JJIeKTPOHHAaA MouTa

DJIEKTPOHHASA MOUYTa — 3TO TEXHOJIOTHA U IPEIOCTABJIIEMbIE €10 YCJIYTU 10 IIepechlIKe
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPhIEe PACIPEEISIOTCS B KOMIIBIOTEPHOM
cetu. OOBIUHO HJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIOIAM 00pa3oM:
UMs_TI0JIb30BaTeNA(@UMA_JIoMeHa. Tak:ke KpoMe Iepe/ilauul MIPOCTOr0 TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh Ghailsbl.

OcHo8Hble cosembl NO 0e30NAcHOolL padbome ¢ 3AeKMPOHHOU NOUMoitL:

1. Hazo BIOpaTh mMpaBUIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEllb W KTO
TIepBBIN B PEUTUHTE;

2. He yka3piBail B JIMYHOU mouTe JINIHYIO HHpopMaruo. Hanmpumep, jrydiie BhIOpATh
«MY3BIKaJIbHBIU_(DaHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;



3. Mcrosp3yl IByXaTAITHYI0 aBTOPU3AIINI0. DTO KOT/la IOMHUMO apoJis Hy>KHO BBOJUTH
KO/I, TpUChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIs KaKOTO ITOYTOBOTO SIHKA JOJKEH OBITh CBOU
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOU JIMYHBIA BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnp3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBBIM 11 4acTHOU MEPEeNuCcKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO JIEKTPOHHBIN aJipec He HAJ[0 MUCII0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTKpbIBail aliyibl U APYTHUE BJIOKEHUS] B MUChMaX JIAKe €CJIU OHU MPHUIILIA OT
TBOUX Jipy3ei. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocne okoHuaHUs pabOTHI HA IOYTOBOM CEPBHICE IE€pe]] 3aKPHITUEM BKJIAJIKA C
caiiToM He 3a0y/lb HAXKaTh HA « BBIUTH».

Ku6epOy/L/ITMHT WJIN BUPTYaJbHOE U3/1€BATEJIbCTBO

KubepOy/sutmHT — TIpeciieZJoBAaHHE COOOIIEHUSIMH, COJEPIKAIUMU  OCKOpOJIeHUs,
arpecculo, 3alyrHBaHUe; XYJIUTAHCTBO; COIMAJIbHOe OOMKOTHpOBaHHE C IOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEePBUCOB.

OcHoeéHble cogembl NO 60pbLOE ¢ KUbepoYyAIUH2OM:

1. He Opocatics B 60M. Jlyumuid cmocob: IMOCOBETOBAThCS KaK ce0s BECTH W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHaYasIe YCIOKOUThCsA. ECIM ThI HAYHEITh OTBEYATh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIVKT;

2. Yrpasiai cBoeli kKubeppelyraiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CITOCOOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyMTraHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiiHe 3aTpy/IHUTEIHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTH CMOJIOAY;

6. VrHopupy#él emuHUYHBIA HeratuB. OHOpPa30Bbl€ OCKOPOUTEJbHBIE COOOIEHUS
JIydllle UiTHOPUpoBaTh. OOBIYHO arpeccus IpeKpaliaeTcs Ha Ha4aJIbHOU CTa/IUH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MI'HOBEHHBIMH COOOIIEHUSMH, B COITHATbHBIX
CETSAX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COOOIIEHHH C OIpe/IeIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHICTBUsA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UTO €ro JIeHCTBUS OLIEHUBAIOTCS HEraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MoouabHBIN TeaedOoH

CoBpemeHHble cMapT¢GOHBI U IUIAHINETHI COJIEp:KaT B cebe BIIOJIHE B3POCJIBIA
¢dyHKIMOHAS, U Temepb OHM MOTYT KOHKYPUPOBaThb CO CTallMOHAPHBIMU



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI AJIA HOI[O6HI:-IX YCTpOﬁCTB IIOKa O4Y€Hb MaJio.
TeCTI/IpOBaHI/Ie " IIOUCK y}ISBI/IMOCTE‘,ﬁ B HUX IIPOUCXOAUT HE€ TaK MHTEHCHUBHO, KaK JJIs
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJIO}ICEHI/IfI.

COBpeMeHHbIe MOOUJIbHBIE 6pay3ep1;1 yVXKe IIPpaKTU4eCKH [JOrHa/ii HACTOJIbHbIE
AHaJIOTH, OJHAKO paCIIupEHUEe Q)YHKIII/IOHaJIa BJIEUET 3a cOOOH 6OJ'II>IHy}O CJIO?KHOCTDb U
MEHDbIIYIO 3alllUINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcHoBHble cosembl 0412 6e3o0nacHoCMuU MOOGUABLHO20 me./leqioua:

1. Huduero He sBjsAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpPOKEH, Beb KOTa
Tebe mpejtaraloT OecIIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIATHBIE
YCIyTH;

2. Jlymaui, mpesxze yem oTipaButh SMS, doTo unu Buaeo. Thl TOUHO 3HAENIb, I/I€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo/11M0 0OHOBJIATH OIlEpAallMOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vicniosb3yii aHTUBUPYCHBIE IPOTPaMMBI /IJIsI MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy»xail mpusioKeHusl OT HEM3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

6. ITocie TOTO Kak ThI BBIMJEIIH C CAlTa, I/ie BBOAWII JIMYHYI0 UHGpOpPMAaIHio, 3alU B
HACTPOUKHM Opay3epa H yjiaiu cookies;

7. Illepuoguuecku MpoBepsAl Kakue IJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMeEDE;

8. JlaBaii cBoli HOMep MOOWJIBHOTO TesedoHa TOJBKO JIIOJIsIM, KOTOPBIX Thl 3HAEIIb U
KOMY /IOBEpSI€elllb;

9. Bluetooth jomxeH OBITH BBIKJIIOUEH, KOTZA Thl UM He I0OJb3yelnbcsa. He 3a0biBait
WHOT/Ia TPOBEPSATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOIINE pa3BJIeUYeHUs,
00'beIMHAIONINE COTHH THICSTY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBINA UM
MHp, OOIIAIOTCA APYT C JAPYTOM, BBINOJHAIOT 33JIJaHUs, CPAXKAIOTCA C MOHCTPaAaMHU U
MOJIy4alOT OMNBIT. 3a YZOBOJIBCTBUE OHU IUIATAT: IOKYHAKT [AUCK, OIUIAYUBAIOT
ab0OHEMEHT WU MIPUOOPEeTAIOT KaKUe-TO OMIIU Y.

Bce oTtu cpezcrtBa uAyT Ha NOAJep)KaHME M pa3BUTHE UTPHI, a TaKKe Ha caMy
0e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPU3AI[UH, BBIIIYCKAIOTCA HOBBIE ITATUN
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HO]_IO6HBIX Urpax CTOUT OIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpaXXH
TBOETI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIMHCTBA urp.

OcHoeHble cosembl N0 0e30nNacHOcCMu Mmaeoez2o uzpoeo2o aKkkayHma:



1. Ecytm pyro#t urpok BezieT cebs1 II0X0 WU co3/1aeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasyiica afMUHHUCTPATOpaM WIPHI Ha IUIOXO€ IIOBEJAEHHE HTOTO WUTPOKA,
JKeJIaTeJIbHO MIPUJIOKUTH KaKHe-TO JI0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykassbiBaii tnuHyio nHpoOpMaIuo B npodaiisie Urpsl;
4. YBaxkail Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. crionp3yii cy10KHBIE U Pa3HBIE I1APOJIY;

7. Jlaxke BO BpeMs WUTpHI HE CTOUT OTKJIIOYATh aHTHUBHUpPYC. Iloka ThI WUrpaemib, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

PUINKNHT WIH Kpaxa IHIHbIX JaHHbIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAUBHIINb, HO C
Pa3BUTHEM HUHTEPHET-TEXHOJIOTUM 3JI0YMBIIIEHHUKHU IIepEMECTHUJINCh B UHTEPHET, U
MIPO/IOJI’KAIOT 3aHUMAThCA «JIIOOMMBIM» JI€JIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA VTN (DUIIMHT, TJIaBHAs I€JTh
KOTOPOTO COCTOUT B TIOJyYeHHH KOHOUAEHIMAJIbHBIX JAaHHBIX II0JIb30BATEJIeH —
JIOTUHOB U napoJiei. Ha anriniickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHoeéHble cosembl No 60pvoe ¢ huwuHzom:

1. Cnegu 3a cBOMM akKKayHTOM. Ecjim ThI IOA03peBaellb, UTO TBOsS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIHUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcrmonp3yhh Oe3omacHble BeO-CalThl, B TOM UYHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, & HE KO
BCEM;

4. Eciu Te6s1 B310MAasu, TO HEOOXOUMO IIPEeAYIIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n06aBJIeHbI Y TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJi U, BO3MOXKHO, OT TBOETO
“MeHH OyZleT pacchblIaThCA CIIaM U CChUIKU Ha (DUIITMHTOBbBIE CAUTHI;

5. YcraHoBH HaJiexkHbIH 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHEeHUe ImapoJis B Opaysepe;

7. He oTkpbiBail aiiyibl U JIpyrue BJIOXKEHUS B MHUChbMaX Jla’ke eCJId OHU MPHUIILIN OT
TBOUX Jipy3el. Jlydllle yTOUHU Y HUX, OTIIPABJISAJIN JIU OHU Tebe 3Tu (pailyibl.

MudposBasa penmyranua

[MudpoBas pemyramus - 3TO HeraTUBHAs WK IMO3UTUBHAasA WHGOPMAIUs B CETH O Tebe.
Kommnpomerupywomiasa uHdbopManus pa3MellleHHas B UHTEPHETE MOXKET CePbe3HBIM



00pa3oM OTpa3uThCA Ha TBOEH peasibHOU KU3HU. «IludpoBas pemyranusa» - 3T0 TBOU
UMUK, KOTOPBIU (popMupyeTcs u3 nHQOpManuu o Tede B HHTEPHETE.

TBoe MecTO JKUTEIbCTBa, y4ueObl, TBOe (HMHAHCOBOE TIOJIOKEHUE, OCOOEHHOCTH
XapakTepa 1 paccKasbl 0 OJIM3KUX - BCE 9TO HAKAILINBAETCS B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIUKAI[UK JIHYHOU HHGOPMAIIUH B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke He CMOIKEIIb JI0ralaThCs
o ToM, uTo doTorpadusi, pazMelleHHas 5 JIeT Hazajl, cTajla IPUUYUHON 0TKa3a MPUHSITH
Tebs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOUX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl He 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajga JU OHAa B MOWUCKOBBIE CHCTEMBI W COXpPAHWJIACh JIM OHA, a
[JIABHOE: UTO MOJyMalT O TeOe OKpYy:Karollee JIIOAU, KOTOpble HAUAYT U YBUJAT 3TO.
HatvitTi napOpManuo MHOTO JIET CIIyCTs CMOXKET JII000H - KaK U3 T0OPBIX MTOOYKIEHUH,
TaK U ¢ HAMEePEHUEM MPUUNHUTD BpPeJ]. ITO MOKET OBITH KTO YTOTHO.

OcHoeHble cosembl NO 3awume yug@dpoeoit penymayuu:

1. [Tomymaii, mpekze ueM 4To-TO IIyOJIMKOBATh U IepefaBaTh y ceOsa B Osiore wid B
COILIAJILHOM CETH;

2. B Hacrpolikax npodussd ycTaHOBU OTPaHUYEHUA Ha IPOCMOTP TBOero npodussd U ero
COJIEPKUMOTO, CZleJIal €T0 TOJIBKO «JJIS IPYy3ei»;

3. He pasmemaii u He ykaspiBail HHGOPMAIUIO, KOTOPas MOYKET KOro-Jaub0 0CKOpOJISTh
WU OOMXKATh.

ABTOpCKOE 1IPAaBO

CoBpemeHHbIe IIKOJBHUKHU- AaKTUBHBIE II0JIb30BATEIN IU(PPOBOrO MPOCTPAHCTBA.
OpHako gajieko He BCe 3HAKOT, UTO II0JIb30BAHUE MHOTUMHU BO3MOKHOCTAMU ITU(PPOBOTO
Mupa TpedyeT coOI0eHNs TPAaB HA UHTEJUIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMUH «HUHTEJUIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX H300pETEHWI M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA TMPOJYKTHl U YCJIYTH , U 3aKaHUYMBasA KHUTaAMU, oTtorpadpusmu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TIpaBa - 3TO IpaBa Ha UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTh HA ITPOU3BEJEHUS
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KaueCTBE rapaHTUH
TOTO, YTO UHTEJUIEKTYaIbHBIM/ TBOPUECKHUH TPY, aBTOPA He OyeT HalpacHbIM, JJaCT €My
CIIpaBe/JIUBbIE BO3MOKHOCTU 3apaboTaTh HAa pe3ysIbTaTaX CBOErO TPYZAa, IOJIYIUThb
HU3BECTHOCTH U Ipu3HaHue. HukTo 6e3 paspeleHus aBTopa He MOKeT BOCIIPOU3BOIUTH
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJIUYHO JIeMOHCTPUPOBATh, IIPOJIaBaTh,
UMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO UCIIOJHATH, ITOKA3bIBATh/UCIIOHATH B
a¢dupe win pazmemaTs B IHTEpHETE.

Vcnosb30BaHUe «MHPATCKOTO» MPOrPpaMMHOro obeclieueHUs MOXKeT IPUBECTH K
MHOTHM PHCKaM: OT IOT€PHU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, T7le YCTAHOBJIEHHBIN He JierajibHas nmporpamma. He crout takke 3a0bIBaTh,
YTO CYIIleCTBYET JieTaIbHbIe U OecIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOKHO HAWTU B CETU.



O nopraie

CereBUUYOK.pd - TBOU IJIABHBIA COBETYHMK B CETU. 37IECh THl MOXKEIb Y3HATh O
0e30IIaCHOCTH B CETH IOHATHBIM M JOCTYIIHBIM SI3BIKOM, a IIPH BO3HUKHOBEHUU
KPUTUYECKON CHTyallud OOPaTUTHhCSA 3a COBETOM. A TakKe HPUHATH Yy4YacTHE B
KOHKYPCax U CTaTh CAMBIM IIU(PPOBBIM I'PAXXAAHUHOM!



